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1NTRODUCTION TO NETWORK SECURITY AND
CRYPTOGRAPHY

2.

ffieq{q'tr{frI
Time allowed : Three Hoursl

(1)фЧぃぶ甲諭 喩剛 hf由 ヽ |
Dcflnc Computer Sccllnty.

OF脂 論■輔M珊ミ |

〔‖)劇前田論哺輔M珊改 |

Deflnc EntttiOn.

〔v)SSL可ヾ蒻樹は |

WHtc the f鳳1l fo.11l of SSL.

(V)ヽHtqld哺喩:命命蚊可哺 |

Write any two linlitations ofFirewall.

o)や餃財¬聞マれ誦城M蓼甲命角ゴ甫論― l

Explain the lntegnty and Access Control Principles of Security.

Kin)3甲 諭 価 諭
―

|

Explain the utility ofSecunty.
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3。 (i)漱 訳 爛llゆ t(CacSご Cipherl論 稀 gHф R百尚 可 爛фdiさ ?― |      '

How can Caesar Cipher be cracked?Explain.

(五)W椰 馴 うで環 Ⅲn命覇 甲百廊 (simJe cOlumnar Transpodtion Techniquc)
舗 Hф lく可ゴ櫛 ミ?`く 1で、Ulや―

l

How does Simple Columnar Transposition Technique work?Explain with
(6+6)exalnplc.

4。 (り  un u崚 ぃく (StКaIII Ciphcrl爛 円 KЧ さ砥 ](Phin TCXt)論 囀賑やくさ蕉 I(ciph∝

TCXt)11讀 1月中 R■ 日 漏 不 哺 ミ ?`¶ atЧ t― l

How docs Strcaln Cipher convertthc Plain Textinto Cipher Text?Explain with

example.

o)師酬》哺赫 論せ輌1-l
ExPlain Asymmet五 c Key Cryptography in short.              

“

+6)

5。 (D uHqJttT命ね面 (Time stamメ ng PЮtOCd)諭研輌耐 諭― |

Explain thc working ofTimc Stamping Protocol.

〔i)SCCure sockct Lay∝ (SSD爺 ― |

Explain Sccure Sodkct Layer(SSL).                              (6+6)

6.o W翁 甫 で百て ｀ T(PHvaCy Enhanccd Mail)fttT HttR¬ 劇静 TT¬町 哺■

…蓼甲希負面ぎ論平紀葛甫ミ?― l

How docs Privacy Enhanced Mail support the Encryption and Non― Repudiation

p五nciplcs of Sccunty?Explain.

(ii)■軍薇 粟a東栗T夢女セ ittT甲霞姉可 (secure Multipurpose lntemet Mail
Extension)諭 看輌 1-l
Explain Secure MultipurpOSe lnternet Mail Extension in short。      (6+6)

7.〔)¥浸鋪はⅦ辱漏奇蓼輌論載訥fftt Hф Kマた w綸さ?― l

How can the attackcrs break thc secuHty ofPacket Filtcr Firewdl?耳 xplain.

(ii)… 命la習面 (Dcm■■arized Zonc Ndwotts)論 せ輛奇―
l

Explain Dernilitraized Zone Nctworks in short。               (6+6)

8.h量 編 き中面 衡両ヽ:

Writc short notcs on thc following:

o詢 讀
Tnan Horse

O中
Spooflng                                                    (6+6)


