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INTRODUCTION TO NETWORK SECURITY AND
CRYPTOGRAPHY
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Note : Question No. 1 is compulsory, answer any FIVE questions from the remaining.
(i) Fe&F F97 F G} YT #) FHEGR 0F G 5T Ford |
Solve all parts of a question consecutively together.
(iii) ¥4 ¥ F1 79 Y8 8 IREY F)fod |
Start each question on fresh page.
(iv) &1 HTeIen 7 31w g7 #1 IRl 7 i s S = 2 1

Only English version is valid in case of difference in both the languages.

1. (@) wreget geen i gienfya il )

Define Computer Security.
(i) pehiar i aivaTiya Hifsre |
Define Cookies.
(iii) TATREA @ feaiya Hifd |
Define Encryption.

(iv) SSL %19 &9 faflgu |
Write the full form of SSL.

(v) ®EEE $ HiE & il FaqE |

Write any two limitations of Firewall. (2%5)

2. () S0 qun vt Hude guan @ figial @ wmemsd |
Explain the Integrity and Access Control Principles of Security.
(i) e Y I B gHETE |
- Explain the utility of Security. (6+6)
(1 0f2) P.T.O.
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3. (i) HISREEHE (Caesar Cipher) 1 foa ST drel 1 Hahell 2 7 HHSATSY |

How can Caesar Cipher be cracked ? Explain.

(i) TR Elﬁ?g":f{ T{I’Fﬂ\‘rﬂm a1 (Simple Columnar Transposition Technique)

50 TR i HT ¥ 7 ISR A THATE |
How does Simple Columnar Transposition Technique work ? Explain with
example. (6+6)

4. (i) WM WEH (Stream Cipher) THWW 3R (Plain Text) i TFH 3L (Cipher
Text) & 8 wR afafda S } 7 Semew & wensd |

How does Stream Cipher convert the Plain Text into Cipher Text ? Explain with
example.

(i) orftifs ) Frdmrh # w8 § wwed |
Explain Asymmetric Key Cryptography in short. (6+6)

5. (i) W I ki (Time Stamping Protocol) 1 HIRIYUITA! ol G |
Explain the working of Time Stamping Protocol.
(i) Secure Socket Layer (SSL) %t ®HSTE |
Explain Secure Socket Layer (SSL). ' (6+6)

6. (i) g TAERE A (Privacy Enhanced Mail) fra v Gﬁﬁ‘?ﬁ YT A-gfeuEE
e % frgidl i quid S ] 7 wweEd |

How does Privacy Enhanced Mail support the Encryption and Non-Repudiation
principles of Security ? Explain.

(i1) et Tedumy TeEe Al UEYH  (Secure Multipurpose Internet Mail
Extension) ! G899 # auE |

Explain Secure Multipurpose Internet Mail Extension in short. (6+6)

7. () e Rece wrrata i guan ) 3w 6 TR Als Whd § 7 AHEE |
How can the attackers break the security of Packet Filter Firewall ? Explain.
(i) 2fifzrsss S Yeaad (Demilitarized Zone Networks) 1 H&T § FHE |

Explain Demilitraized Zone Networks in short. : (6+6)

8. o wwfira feoafom ferftay -

Write short notes on the following :

() QemEE
Trojan Horse
(i)

Spoofing (6+6)



